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To initiate the consumption of the API SIM Swap API, it is necessary to acquire the access token through the key

and secret of the application obtained from the contracted portal.

How to find credentials in the 

Claro Insight Portal

No menu right, click on “Minhas Aplicações”1

On the My Apps page, click the “Ver Detalhes” 
button for the API you want to consume
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Click the arrow “Aplicações” to view application 
details desired
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View the public and private keys, click on 

“Download Files” and save the collection to

use later.
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The token has no expiration date and can be used for an indefinite period, as long as the status of the 
application remains approved.

The callback URL provided in the redirect_uri must be registered in your application. 


To do this, request our team to include the callback URL you want to use in your application.

Using Postman to obtain the URL for the

GET /authorize

With the device connected to Claro's mobile data network in Brazil, open in your preferred

browser the URL generated from the GET /authorize API.

1

In Postman, select the POST method1

In Postman, select the POST method1

In the Body tab, ensure that the "raw" box is checked and "JSON" is selected.6

If the authentication is successful (HTTP 302), the user will be redirected to the callback URL, 

receiving the authorization code (code). 
Example URL with the code: 
https://channel-partner.com/redirect?code=64646eb6-2a5d-4687-ba01-e3b4b5f54c0d 

2

For the URL, insert: https://api.claro.com.br/token2

For the URL, insert: https://api.claro.com.br/number-verification/v0/verify2

There are two ways to send the phone number in the Body:

   a. Provide the "phoneNumber" field with the value of the MSISDN

   b. Provide the "hashedPhoneNumber" field with the hash of the MSISDN (SHA-256)
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In the Headers tab, add the key "Content-Type" with the value "application/x-www-form-urlencoded"4

In the Headers tab, add the key "Content-Type" with the value "application/json"4

In the Headers tab, add the key "Authorization" and for the value, add the access_token 
after the text "Bearer"

5

In the Body tab, check the "x-www-form-urlencoded" box5

In the Body tab, add the key "grant_type", and its value will be "authorization_code"6

Send the request by pressing the "Send" button9

In the Body tab, add the key "code", and its value will be the authorization code (code)

 generated in the callback URL of the GET /authorize

7

In the Body tab, add the key "redirect_uri" and insert the callback 

URL used in the GET /authorize API as the value

8

Calling the URL GET /authorize from

the user's device

Using Postman to obtain the token:

Using Postman to consume the

Number Verify API

The authorization code must be used in the call to the endpoint POST /token3

In the Headers tab, add the key "Authorization", and its value will be Basic base64(key:secret)3

In the Headers tab, add the key "Accept" with the value "application/json"3

Send the request by pressing the "Send" button8

Start Postman1

Select the GET method2

In the Body tab, check the "none" box9

O resultado final será a criação da URL que deve ser usada para obter o código de

autorização no device do usuário.
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Explanation of request data

Data returned for success and error

Example of return json:

{

  "+5511910045670"

}
 "phoneNumber": 

Example of return json: 
{

  
"0571ea017f10a9943e14eb93a152c6aa3e30dbacbfb460503f360f437a6036de"

}

"hashedPhoneNumber": 

Example of return json:

{

    true

}

"devicePhoneNumberVerified":

Example of return json: 
{

    integer,

   "string",

   "string"

}


"status":
"code": 
 "message":

For the URL, enter: https://api.claro.com.br/authorize3

In the Params tab, add the key "client_id" and insert the Public Key of your application as the value6

In the Params tab, add the key "response_type" and set the value to "code"4

In the Params tab, add the key "scope" and set the value to

 "dpv%3aFraudPreventionAndDetection%23number-verification-verify-read"

5

In the Params tab, add the key "redirect_uri" and insert the callback URL as the value

8

The final result will be the creation of the URL that should be used to obtain the authorization 

code on the user's device
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Example of URL

https://api.claro.com.br/authorize?
response_type=code&scope=dpv%3aFraudPreventionAndDetection%23number-verification-verify-
read&client_id=lAPBhXp5uQRpS22gLXMbt7q98YpLZJwr&redirect_uri=https%3A%2F%2Fchannel-
partner.com%2Fredirect

In the Params tab, add the key "state" and insert the desired value. This parameter is optional7

Example cURL code using the

PhoneNumber

Example cURL code using the

HashedPhoneNumber

curl --location

'https://api.claro.com.br/number-verification/v0/verify' \


application/json' \

' application/json' \


 Bearer 
eyJlbmMiOiJBMjU2R0NNIiwiYWxnIjoiUlNBLU9BRVAtMjU2In0.DeRCOHZxQ8xRMvYkHCh16Qhr2Z-
bKCEr6OhnsHo3V0egF7t2tg4DACW0b20-ZN68qEaGr0YlbXmeBlNuqdgnfXuhxYQ0YyDSVlAV1u3geC8JlEVG1B9ZKWFBgD-
i2vkO-
zYfD_mLVNgsMEHJA1qgP8oB7ySJ_sth7q9zue1wg3Ygx9ouLwXgDGESisaD3X22Pvd8y0KViatNztfW5sr7xWxyx2EtoCXbSAiDE
9h4z0922Iz5H9isB7nNq_XqPbZ3duk8iV5DxJUNOgaEa2qWl9bZh5pKwWgK8vIonMXlEjscGw3vd9wo5OWq0Akz6PjJk89o1HXT
kiqGd7EFcYdx4Q.owFB4Ymx4_r_KsF7.ndBpJERvigkPmMpJrUZs2F2RfQdJC7R0R5QFGCCw-FEI87T2A3ZSFe7Bj7mw7-
AcN2Gkrbz2RoJDGIxmJWe-QXWDI_skR_xLbdxf1tZL0GOirjOBKq3vbwLQfd70mz_rV9zIlEKKxTCGY-
yVY_XEvTekXyGpUOHd0IEi8i_jYX5ENont2PCb-vU6YNmL6ka8bjMKOcDlwt-
mVdf1bO6wdaKscjnYaRRJYZiRyoQEUe7BGJCE1G3vn_zzpDkWj05H_X6t05qd7v8IgHZl5uOzI-
cDEJyGy35A79HT717cfhRhMXfMO6O82YC36TKFKjrqab5kjpE4SGmo6q7kKgVKcRWKEFoQPqwjUrcoXYG7kZ0HDHHSNTHD2c
ydkByHS9fXECdTifHfLzQTYugH84L5UOiQZhEIb_mg0keU30zM5laTh-MeP-
Tipk4jXVvGKkaaHRBqsfCq8SpnunUCpFz9PVhi0PVSzuLsqG48Tr0vT9loRQjRxQ5igRmisxy5itVVLnvFmy_a5xz_uc8i-9M4RYSt
Eir75Qb3AioymLmxZwdHqM1YR2FA86EqHL8KkLCHjnKmTHAJH0dtN6ie_De8bb1CIE3VEypO0eftlSkVZGDwCXhdLwMq7axF
1JTfxu1QzKzaYyBefKmP8FWfDq-fNu-KwK1URVgel3IXIzdxUTJRA6SSFaquMd5w-
FSVgrwMUFTPLzL57dsLcKRQVjI.DLFAMcTu4KGSXl2VYmX9FA' \

--data '{

      "+5511910045670"

}'


--header 'Accept: 
--header Content-Type: 
--header 'Authorization:

"phoneNumber":

curl --location

'https://api.claro.com.br/number-verification/v0/verify' \


 application/json' \

 application/json' \

 Bearer 

eyJlbmMiOiJBMjU2R0NNIiwiYWxnIjoiUlNBLU9BRVAtMjU2In0.DeRCOHZxQ8xRMvYkHCh16Qhr2Z-
bKCEr6OhnsHo3V0egF7t2tg4DACW0b20-ZN68qEaGr0YlbXmeBlNuqdgnfXuhxYQ0YyDSVlAV1u3geC8JlEVG1B9ZKWFBgD-
i2vkO-
zYfD_mLVNgsMEHJA1qgP8oB7ySJ_sth7q9zue1wg3Ygx9ouLwXgDGESisaD3X22Pvd8y0KViatNztfW5sr7xWxyx2EtoCXbSAiDE
9h4z0922Iz5H9isB7nNq_XqPbZ3duk8iV5DxJUNOgaEa2qWl9bZh5pKwWgK8vIonMXlEjscGw3vd9wo5OWq0Akz6PjJk89o1HXT
kiqGd7EFcYdx4Q.owFB4Ymx4_r_KsF7.ndBpJERvigkPmMpJrUZs2F2RfQdJC7R0R5QFGCCw-FEI87T2A3ZSFe7Bj7mw7-
AcN2Gkrbz2RoJDGIxmJWe-QXWDI_skR_xLbdxf1tZL0GOirjOBKq3vbwLQfd70mz_rV9zIlEKKxTCGY-
yVY_XEvTekXyGpUOHd0IEi8i_jYX5ENont2PCb-vU6YNmL6ka8bjMKOcDlwt-
mVdf1bO6wdaKscjnYaRRJYZiRyoQEUe7BGJCE1G3vn_zzpDkWj05H_X6t05qd7v8IgHZl5uOzI-
cDEJyGy35A79HT717cfhRhMXfMO6O82YC36TKFKjrqab5kjpE4SGmo6q7kKgVKcRWKEFoQPqwjUrcoXYG7kZ0HDHHSNTHD2c
ydkByHS9fXECdTifHfLzQTYugH84L5UOiQZhEIb_mg0keU30zM5laTh-MeP-
Tipk4jXVvGKkaaHRBqsfCq8SpnunUCpFz9PVhi0PVSzuLsqG48Tr0vT9loRQjRxQ5igRmisxy5itVVLnvFmy_a5xz_uc8i-9M4RYSt
Eir75Qb3AioymLmxZwdHqM1YR2FA86EqHL8KkLCHjnKmTHAJH0dtN6ie_De8bb1CIE3VEypO0eftlSkVZGDwCXhdLwMq7axF
1JTfxu1QzKzaYyBefKmP8FWfDq-fNu-KwK1URVgel3IXIzdxUTJRA6SSFaquMd5w-
FSVgrwMUFTPLzL57dsLcKRQVjI.DLFAMcTu4KGSXl2VYmX9FA' \

--data '{

     : 
"0571ea017f10a9943e14eb93a152c6aa3e30dbacbfb460503f360f437a6036de"

}'



--header 'Accept:
--header 'Content-Type:
--header 'Authorization:

"hashedPhoneNumber"
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The token follows the JWT standard and has a validity of 1 hour. Save the access_token 

to be able to consume the API.
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Option 1 - PhoneNumber

Opção 2 - HashedPhoneNumber

Success return status

Error return status

Explanation of JSON data

Explanation of JSON data

Response Status

Problem with the client's request.

The client does not have sufficient permission.

Return Code 200 (Success)

Return Code 400 (Bad Request)

Authentication problem with the client's request.

Returns the result of the phone number verification.

Return Code 401 (Unauthorized)

Return Code 403 (Forbidden)

Internal server error.

Return Code 500 (Internal Server Error)

Service not available. Typically, the server is inactive.

Return Code 503 (Unavailable)

Request timeout. If this happens repeatedly, consider reducing the complexity of the request.

Return Code 504 (Timeout)

2

To call the GET /authorize API, the user must use a device connected to Claro's mobile data network in Brazil.

If connected to Wi-Fi, disable Wi-Fi and enable the mobile data on your device. Wait a moment before 
accessing the link so that your device can be identified on Claro's network.

To generate the base64, you can use websites for this purpose, passing the key:secret as input. 


The output should be something like: XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX==

The authorization code can only be used once and expires in 5 minutes

Field phoneNumber, required, string type, represents the customer's phone number in E.164 format  
(starting with the country code). Optionally prefixed with '+'.

1

Field hashedPhoneNumber, required, string type, represents the hash of the phone number. The 
hash should be the SHA-256 (in hexadecimal representation) of the phone number in E.164 
format (starting with the country code). Optionally prefixed with '+'.

2

Field devicePhoneNumber, required, string type, indicates whether the device's phone number is the 
same as the one associated with the access token (access_token).

1

Field status, integer type, represents the HTTP response status code1

Field code, string type, represents the code given to this error2

Field message, string type, represents the detailed description of the error3

https://channel-partner.com/redirect?code=64646eb6-2a5d-4687-ba01-e3b4b5f54c0d
https://api.claro.com.br/token
https://api.claro.com.br/number-verification/v0/verify
https://api.claro.com.br/authorize

